IP protokol v linuxu - trocha teorie a hodné praxe - prikazy ip, iptables a dalsi
petr.kopecky @linuxbox.cz

Uvod prednasky bude patfit zopakovani vrstev TCP/IP protokolu a vazeb mezi nimi a na

tomto zakladé bude vysvétleno pouziti zakladnich nastroju pro konfiguraci sité, nastaveni

routovani a firewallu. Soucasti prednasky budou reseni nekterych situaci z praxe a popis
nastroju ¢i postupu pfi feSeni problému.
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Anatomie paketu

ethernetovy paket (2. vrstva)

ip paket (3. vrstva)
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Anatomie paketu

tcp protokol (4. vrstva)
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Vazba mezi 2. a 3. vrstvou

@ sdilené medium (ethernet) vs. spojeni bod - bod

@ sdilené medium vyZaduje adresaci na 2.vrstvé

@ adresami jsou MAC adresy ethernetového ramce

@ unicast/multicast/brodcast se fesi na ip i ethernet vrstvé
@ unicast paket se zdrojovou i cilovou adresou, putujici od
jedné stanice primo ke druhé

@ multicast (pouze pro info) pro skupinovy pfijem

@ broadcast pro véechny pfijemce na sdileném mediu —

( stejny hub, switch, VLAN )

na 2. vrstve je pfikladem ARP protokol

na 3. vrstve je prikladem DHCP protokol

@ mistkem mezi 2. a 3. vrstvou je ARP
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Priklad komunikace

# ip addr

1: ethO: <BROADCAST, MULTI CAST, UP> ntu 1500 gdi sc pfifo _fast qlen 1000
link/ether 00:ff:03:e€9:5a:00 brd ff:ff:ff:ff:ff.ff

I net 10.76.66.166/24 brd 10.76. 66. 255 scope gl obal ethO

2: | o: <LOOPBACK, UP> ntu 16436 qdi sc noqueue

| i nk/1 oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00

Inet 127.0.0.1/8 brd 127. 255. 255. 255 scope host | o

# ip route

10. 76. 66. 0/ 24 dev ethO proto kernel scope link src 10.76.66. 166
169. 254. 0.0/ 16 dev ethO scope link

default via 10.76.66.1 dev ethO

# nc -z -v 10.76.66.10 80

# tethereal -n -i ethO -f 'host 10.76.66. 10

00:ff:03:e9:5a:00 -> ff:ff:ff:ff:ff:ff ARP Wio has 10. 76.66. 10? Tell 10.76.66. 166
00: Of : 3d: f4:5b:52 -> 00:ff:03:e9:5a:00 ARP 10.76.66.10 is at 00:0f:3d:f4:5b:52
10. 76. 66. 166 -> 10.76.66.10 TCP 32768 > 80 [ SYN] Seq=0 Ack=0 W n=5840 Len=0
10.76.66.10 -> 10.76.66.166 TCP 80 > 32768 [ SYN, ACK] Seq=0 Ack=1 Wn=5792 Len=0
10. 76. 66. 166 -> 10.76.66.10 TCP 32768 > 80 [ACK] Seg=1 Ack=1 W n=5840 Len=0

10. 76. 66. 166 -> 10.76.66.10 TCP 32768 > 80 [FIN, ACK] Seq=1 Ack=1 W n=5840 Len=0
10. 76. 66. 10 -> 10.76.66. 166 TCP 80 > 32768 [FIN, ACK] Seq=1 Ack=2 W n=5792 Len=0
10. 76. 66. 166 -> 10.76.66. 10 TCP 32768 > 80 [ACK] Seq=2 Ack=2 W n=5840 Len=0

# nc -z -v 158.196.149.9 80

# tethereal -n -i ethO -f 'host 158.196.149.9 or arp'

00:ff:03:e9:5a:00 -> ff:ff:ff:ff:ff:ff ARP Who has 10.76.66.1? Tell 10.76.66. 166
00: 10:dc: 2c:b7:0a -> 00:ff:03:e9:5a:00 ARP 10.76.66.1 is at 00:10:dc:2c: b7: 0a
10. 76. 66. 166 -> 158.196.149.9 TCP 32769 > 80 [SYN] Seq=0 Ack=0 W n=5840 Len=0
158.196. 149.9 -> 10.76.66.166 TCP 80 > 32769 [RST, ACK] Seq=0 Ack=0 Wn=0 Len=0

Rozhrani v linuxu
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lo loopback, neniroutovatelny
eth ethernetova karta

vlan VLAN interface

br bridge (switch)

tun,tap,ppp,sl,...  SW rozhrani pro VPN
dummy,imq SW rozhrani

alias/label fiktivni rozhrani pro sekundarni IP adresy

Lin xm z
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Prikaz ip

plne nahrazuje prikazy ifconfig, route, arp
http://lartc.org

ip link ,nahozeni* rozhrani, nastaveni MAC adresy
ip neigh  manipulace s ARP tabulkou

Ip addr manipulace s IP adresami

iproute  manipulace s routovacimi tabulkami

ip rule manipulace s routovacimi pravidly
ip tunnel nastaveni ipip, sit a gre tunelu
Ip maddr multicast

Ip mroute  multicast
ip monitor  pro ladeni — [épe rtmon
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IP adresy a masky

192.168.1.66/255.255.255.248 192.168.1.66/29
056-248=8
8=2°
n=3 m=(32-3)=29
192 168 1 66|
11000000 10101000 00000001 01000010)
255 255 255 248|
11111111 11111111 11111111 11111000|
192 168 1 64
11000000 10101000 00000001 01000000

ipcalc (pouze pro ovéreni, nebo do skriptu :)
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Adresy pouzivané v LAN:

10.0.0.0/8 10.0.0.0/255.0.0.0
172.16.0.0/12 172.16.0.0/255.240.0.0
192.168.0.0/16  192.168.0.0/255.255.0.0

pro dalsi priklady budeme uvazovat stroj, jenz ma 2 rozhrani:
LAN: eth0  192.168.1.1/24

Internet:  eth1  172.16.1.2/29

default route pres  172.16.1.1
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prikaz iptables

http://netfilter.org

pracuje s:

table tabulky filter, nat, mangle
chain seznamy pevneé i uzivatelské
match filtry

target akce

#jednoradkovy firewall:
iptables -A INPUT -m state —--state NEW, INVALID -3j DROP

#s podporou NAT:
iptables -t nat -A POSTROUTING -o ethl -s ! 172.16.1.2 \
-m conntrack --ctstate NEW -j SNAT -to 172.16.1.2
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#iptables-save

*mangle

:PREROUTING ACCEPT [0:0]
: INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
COMMIT

*nat

:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
COMMIT

*filter

: INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

—A INPUT -m state —--state INVALID,NEW -3j DROP
COMMIT

#iptables -v -n —--line -L POSTROUTING -t nat

Lin X&:Zz
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Cesta paketu linuxem (z pohledu iptables)
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il 4
http://ebtables.sourceforge.net/br_fw_ia/bridge3b.png

http://ebtables.sourceforge.net/br_fw_ia/PacketFlow.png
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priklad dvou poskytovatell internetu

ip link set up dev ethO
ip link set up dev ethl
ip link set up dev eth2

echo 1 >/proc/sys/net/ipvd/ip forward

| p addr
| p addr
| p addr
| p addr

add 127.0.0.1/8 brd + dev lo

add 192.168.1.1/24 brd + dev ethO
add 172.16.1.2/29 brd + dev ethl
add 172.16.2.2/29 brd + dev eth2

ip route add default via 172.16.1.1

#ip route

192.168.1.0/ 24 dev ethO proto kernel scope |ink
172.26.1.0/24 dev ethl proto kernel scope |ink
172.26.2.0/24 dev eth2 proto kernel scope |ink
default via 172.26.1.1 dev ethl
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src 192.168.1.1
src 172.26.1.2
src 172.26.2.2
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#/etcl/iproute2/rt_tables - unenuje pouzivat pojnenovane tabul ky

# musi mvytvorit novou tabul ku celou - tedy vcetne cesty na default route
I p route add 172.26.2.0/24 dev eth2 proto static src 172.26.2.2 table 111
ip route add default via 172.26.2.1 dev eth2 proto static table 111

# do tabul ky se dostanu nap iklad ponoci znacky, kterou pripravimfirewal |l em
ip rule add priority 10001 fwrark Ox1 | ookup 111
# ip rule add from 172.26. 2.2 | ookup 111

#ip rule show # zkontrol uj ene

0: fromall |ookup |ocal
10001: fromall fwrark Ox1 | ookup 111
32766: fromall |ookup main

32767: fromall | ookup default

# prichozi pozadavek na iface eth2 na http protokol sneruji dovnitr
| ptables -t nat -A PREROUTING -i eth2 -p tcp --dport 80 \
-mconntrack --ctstate NEW-j DNAT --to 192.168. 1. 33

# odchozi paket na stroj 192.168.1.33 premapuji na src ip 192.168.1.1
| ptables -t nat -A POSTROUTING -0 ethO -d 192.168.1.33 -s ! 192.168.1.0 \
-mconntrack --ctstate NEW-j SNAT --to 192.168.1.1

# vysl edke j e konmuni kace se 4 i p adresam
# 10.0.0.1 -> 172.16.2.2 | FW]| 192.168.1.1 -> 192.168. 1. 33
# origsrc ori gdst repl ydst replysrc

# [/ proc/net/ip_conntrack
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tcp 6 116 TIME WAIT src=127.0.0.1 dst=127.0.0.1 sport=47494 dport=6000
packet s=4 bytes=216 src=127.0.0.1 dst=127.0.0.1 sport=6000 dport=47494 packet s=3
byt es=164 [ ASSURED] nar k=0 use=1

# odchozi SMIP provoz pujde p es jineho poskytovatele

| ptables -t mangle - A PRERCOUTI NG -i ethO -d ! 192.168.1.0/24 -p tcp --dport 25\
-mconntrack --ctstate NEW-j] MARK --set-mark Ox1

# musim zajistit, ze spojeni navazane p es druheho poskytovatele bude tinto
snmer em pokr acovat

| ptables -t mangle - A PREROUTING -i ! eth2 \
-m conntrack --ctorigdst 172.16.2.2 -j MARK --set-mark Ox1

| ptables -t mangle -A PREROUTING -i ! eth2 \
-mconntrack --ctreplydst 172.16.2.2 -] MARK --set-nmark Oxl1
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dalsi nastroje

/proc/net
/proc/sys/net/ipv4
Documentation/networking/ip-sysctl.txt

[ proc/sys/net/ipvd/ip forward
[ proc/ sys/ net/ipv4/ conf/ethO/proxy_arp
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m i -t ool , et ht ool

# ethtool -i ethO
driver: natsem
version: 1.07+LK1.0.17

firmvar e-ver si on:
bus-i nfo: 0000:00:12.0

# ethtool ethO
Settings for ethO:

pi ng

Supported ports: [ TP M1 FIBRE ]

Supported |ink nodes: 10baseT/ Hal f 10baseT/ Ful |
100baseT/ Hal f 100baseT/ Ful |

Supports auto-negotiation: Yes

Advertised |ink nodes: 10baseT/Half 10baseT/ Full
100baseT/ Hal f 100baseT/ Ful |

Advertised auto-negotiation: Yes

Speed: 10Mo/ s

Dupl ex: Hal

Port: Tw sted Pair

PHYAD: 1

Transcei ver: internal

Aut o- negoti ation: on

Supports Wake-on: punbags

Wake-on: ub

SecureOn password: 00: 00: 00: 00: 00: 00

Current nessage | evel: 0x000040c5 (16581)

Li nk detected: no
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-n # nezapom nat

-C # po et paketu

-s # veli kost paketu

-1 # zdrojova I P nebo interface

NncC

# net cat

nc -z -v local host 22 # test otevreneho portu
nc | ocal host sntp # komuni kace

nmap

nmap -sP 192.168.1.0/24
nmap -sT -p 22 -P0 192. 168. 1. 0/ 24
nmap -O 192.168. 1.0/ 24

di g

# prace s DNS zaznany

net st at
#netstat -Itupn
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Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address For ei gn Addr ess State Pl DY Progr am nane
tcp 0 0 0.0.0.0:6000 0.0.0.0:* LI STEN 2183/ X

tcp 0 0 :::6000 L LI STEN 2183/ X

tcp 0 0 :::22 Dl LI STEN 1857/ sshd

udp 0 0 0.0.0.0:68 0.0.0.0:* 1679/ dhcl i ent
| sof

| sof -i

COWAND PID USER FD TYPE DEVI CE SI ZE NODE NAME

dhclient 1679 root 4u | Pv4 4769 UDP *: boot pc

sshd 1857 root 3u | Pv6 5110 TCP *:ssh (LI STEN)

X 2183 root lu | Pve 6174 TCP *:x11 (LI STEN)

X 2183 r oot 3u | Pv4 6175 TCP *:x11 (LI STEN)

t cpdunp

-V -n

-1 # interface (prom scuous node)

-w # zapi s do souboru

-s 0 # del ka zaznanenavane casti paketu
tcpdunp -v -n -i ethO not tcp port 22

t et her eal

t extova verze et hereal
vi di mmohem hl oubeji do konuni kace

brct |

nast aveni bridge
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vconfig

nast aveni vl an

ar pi ng

ping ,na 2. vrstve“

ebt abl es

.1 ptables na 2. vrstve®

ar pt abl es

mani pul ace s arp tabul kam, rizeni odpovedi
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net - snnp

# [etc/ snnp/ snnpd. conf

conksec | ocal | ocal host MyROG oup
consec nynetwork 192.168. 1.0/ 24 MyRWG oup
access MYROG oup "" any noaut h 0 al |
access M\RWG oup "" any noaut h 0 al |

#servi ce snnpd start

# test dostupnosti
snnpwal k -v 2 -c public |ocal host systém

# vypi s rozhrani
snnptable -v 2 -c public |ocal host ifTable
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